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1.0 PURPOSE, SCOPE, AND EXCLUSIONS 41 

Purpose: 42 
The Fermilab Software Quality Assurance (SQA) Program defines the minimum quality 43 
assurance requirements for applications used by Fermilab. Through a graded approach, this 44 
program ensures development, management, and delivery of reliable applications that meet or 45 
exceed established requirements and expectations through adequate planning, performing, 46 
assessing and improving.  47 
 48 
Software quality assurance is implemented based on the analysis of potential risks should the 49 
application fail or not perform as intended. Evaluating each application against potential 50 
consequences allows for the implementation of appropriate quality assurance measures and 51 
controls.   52 
 53 
Scope: 54 
Software is an all-encompassing term that describes all of the non-hardware items associated 55 
with the operation and use of a computing system.  Software includes operating systems, 56 
programing languages, spreadsheets, word processors, databases, and digital media files.  57 
 58 
Applications are a form of software developed or configured to perform a specific task or range 59 
of tasks. At Fermilab, applications directly support the execution of Laboratory functions, 60 
processes, and procedures. They include custom and packaged programs that provide functions 61 
such as performing scientific data analysis, calculating shielding statistics, or tracking safety 62 
related information. While many tools such as spreadsheets, databases or programming 63 
languages are not applications, some solutions developed using these tools may be considered 64 
applications.  65 
 66 
Fermilab’s SQA Program is applicable to all applications used at the Laboratory.  The program is 67 
focused on ensuring that applications have the appropriate quality control measures in place to 68 
ensure that the applications perform as intended against established requirements.   69 
 70 
All applications shall be considered for applicability to the SQA Program.  Applications that fall 71 
under the SQA Program scope will have at least one of the following characteristics: 72 

• Provides an important Laboratory capability or functionality 73 
• Is part of a business process 74 
• Has readily identifiable mission criticality or impact 75 
• Is subject to external compliance reviews (e.g., audits, regulatory reviews, etc.) 76 

 77 
For more guidance on determining whether an application should be included in the scope of the 78 
SQA Program, see QAM 12090: Software Quality Assurance Grading & Inventory Procedure.   79 
 80 
Exclusions and Special Provisions: 81 
Safety Software: 82 
As described in the Fermilab Quality Assurance Program, Fermilab does not employ safety 83 
software under the definition of safety software in DOE O 414.1 Quality Assurance.    84 
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 85 
Collaboration Applications: 86 
Collaboration applications are defined as any application that has been developed by other 87 
organizations in collaboration with Fermilab and utilized on-site.  This type of application is split 88 
into two classifications: data collection applications and data analysis applications.   89 

• Data collection applications are defined as code written to acquire or collect 90 
scientific data.  Any application that was developed and is used for data collection 91 
shall be graded and inventoried under the SQA program. 92 

• Data analysis applications written to analyze scientific data are covered by the 93 
American National Standards Institute/American Society for Quality Z1.13-1999; 94 
Quality Systems Guide for Scientific Research (ANSI/ASQ Z1.13-1999) and are 95 
not required to be graded and inventoried under the SQA program.  See section 96 
below for further details.  97 

 98 
Applications Developed for Generating Scientific Results: 99 
Special provisions for software and applications developed to support the generation of scientific 100 
results, including data analysis collaboration applications are specified within the ANSI/ASQ 101 
Z1.13-1999.  Quality assurance for these types of software and applications is addressed using 102 
approaches described within the standard.  The standard acknowledges peer review as a primary 103 
mechanism for assuring quality in science and encourages the application of sound 104 
engineering/scientific principles to the design of supporting computer software to the extent that 105 
the risk associated with the scientific research program warrants. See the ANSI/ASQ Z1.13-1999 106 
standard for specific requirements.   107 
 108 
Software Programs and Computer Configurations Designed to Operate and Test Experiments, 109 
Accelerator Components, and Associated Equipment: 110 
Special provisions for the development, maintenance, procurement, and use of software 111 
programs and computer configurations designed to operate and test experiments, accelerator 112 
components and associated equipment are specified within the Fermilab Engineering Manual 113 
Section on System Design, subsection titled Software. Examples include Programmable Logic 114 
Controller (PLC logic), Field Programmable Gate Arrays and embedded software. See the 115 
Fermilab Engineering Manual for specific requirements.  116 
 117 
ES&H Applications: 118 
Special provisions are in place for the development, maintenance, procurement, and usage of 119 
applications related to environment, safety, and health and are specified in FESHM 2090, 120 
Development, Maintenance, Procurement, and Usage of Software Products Related to 121 
Environment, Safety, and Health. 122 
 123 
2.0 RESPONSIBILITIES 124 
 125 
Information Management System: 126 

• Management and oversight of the Fermilab SQA Program is facilitated by the 127 
Information Management System Owner. 128 

http://esh-docdb.fnal.gov/cgi-bin/ShowDocument?docid=394
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• The Information Management System Owner is responsible for overseeing the 129 
development, implementation, and maintenance of the SQA Program in accordance with 130 
the requirements in the Fermilab Quality Assurance Program.   131 

Divisions/Sections: 132 
• Laboratory Management of Fermilab organizations that develop, purchase, or maintain 133 

applications are responsible for ensuring their organizations, including contractors under 134 
their control, are following the SQA program outlined within this document.   135 

• All activities requiring a graded approach shall be properly documented by the 136 
responsible organization. 137 

• Divisions and Sections are responsible for following proper processes and procedures 138 
required by the SQA Program, and for demonstrating compliance to the SQA Program 139 
through self-assessment results.   140 

 141 
Application Owners: 142 

• Implement SQA procedures for their applications that follow this SQA Program.   143 
• Maintain inventory of applications under their control, assign appropriate QA levels for 144 

each application listed in the inventory, and implement appropriate quality control 145 
measures to ensure performance requirements are met.  146 

• Review the inventory of applications under their control on a yearly basis to ensure 147 
accuracy, and update the inventory as needed.   148 

• Define and document requirements at an appropriate level.   149 
• Document designs and conduct formal design reviews at a level commensurate with the 150 

designated QA level.    151 
• Determine an appropriate development methodology to ensure that requirements are 152 

successfully met. 153 
• Remove applications from service when applicable and provide notification of removal to 154 

the user community.  155 
• Conduct regular assessments throughout the software lifecycle for applications that have 156 

been assigned a High QA level, and determine if assessments are necessary for Moderate 157 
and Low applications under their control. 158 

• Ensure all artifacts related to an application are under software change management 159 
controls at a level commensurate with the designated QA level. 160 

 161 
3.0 GRADED APPROACH TO SQA 162 
 163 
The graded approach to software quality assurance is based on a system used for managing 164 
applications throughout their lifecycle and takes into consideration all of the following factors: 165 

• The relative importance to safety, safeguards, security, and reputation 166 
• Criticality of application functionality and results produced 167 
• Operational impact of failure 168 
• The magnitude of any hazard involved 169 
• The application’s intended function 170 
• Expected life of the application 171 
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• Dependencies and impact on other applications or systems 172 
 173 
To ensure applications are adequately categorized and characterized, a single grading system is 174 
used to determine the appropriate level of quality assurance rigor that should be applied to each 175 
application.  Quality assurance levels are assigned to specific applications based on the severity 176 
of potential consequences that could result if an application fails or does not perform as intended. 177 
Reasonable judgment should be used by Application Owners when assigning quality assurance 178 
levels.  179 
 180 
The process for determining appropriate quality assurance levels and quality control measures 181 
for applications consists of 3 steps: 182 

1. Determine if applications fall under the scope of the SQA Program, and inventory 183 
applicable applications.  184 

2. Determine the appropriate quality assurance level (grade) for each application listed in 185 
the inventory. Quality assurance levels are explained in detail in Appendix A. 186 

3. Apply the appropriate control measures based on the assigned quality assurance level.    187 
The Quality Control Measures list defined in Appendix B provides guidelines to follow 188 
when applying controls based on the assigned quality assurance level.  189 
 190 

Following the graded approach, more stringent requirements apply to the “High” quality 191 
assurance level than what would apply to “Moderate” and “Low” quality assurance levels.   192 
 193 
3.1 Tailoring  194 
 195 
Utilizing a graded approach to implement the Quality Control Measures listed in Appendix B 196 
allows Application Owners the ability to tailor the degree to which the mandatory controls are 197 
applied.  Tailoring must be applied by using the Application Owner’s discretion and judgment, 198 
and any tailoring must be justified and documented.  Tailoring for example will apply in 199 
situations where Fermilab is not the maintainer or owner of the application.  In these cases 200 
application design, and review controls may not apply. 201 
 202 
Examples of situations where tailoring may be appropriate include: 203 

• COTS – Commercial Off the Shelf applications may require tailoring because they are 204 
purchased.  For example, documenting requirements and design would not be required 205 
for the application, but testing of the application would apply. 206 

• Collaboration Software – May require tailoring because the applications are received 207 
already developed and ready to use, much like COTS.  Again, documenting requirements 208 
and design would not be required for the application, but testing of the application would 209 
still apply.   210 

 211 
For specific grading and inventorying procedures see QAM 12090: Software Quality Assurance 212 
Grading and Inventory Procedure. 213 
 214 
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4.0 SQA PROGRAM ELEMENTS 215 
 216 

This SQA Program is intended to provide guidance to Application Owners on the 217 
development, implementation, and maintenance of applications under their control, to ensure 218 
that applications perform as intended.  Tools, techniques, methods, standards, practices or 219 
conventions are not specified in this SQA Program; however; whenever possible a common 220 
set of practices should be established within application areas to ensure consist 221 
implementation of the SQA program.  222 

 223 
4.1  Lifecycle Activities 224 

An important aspect of software quality is the software lifecycle of an application.  225 
Existing standards cover lifecycle processes and activities in detail. An applicable 226 
standard is Institute of Electrical and Electronics Engineers (IEEE) International 227 
Organization for Standardization (ISO)/International Electrotechnical Commission (IEC) 228 
12207:2008, Systems and Software Engineering-Software Life Cycle Processes, which 229 
contain common practices and specific recommendations for software lifecycle 230 
processes.  In addition, IEEE 730, Standard- for Software Quality Assurance Processes 231 
contains information about forming software quality assurance plans, and IEEE 1012, 232 
Standard for Software Verification and Validation defines software verification and 233 
validation processes. 234 
 235 
Listed here are the most important activities that need to be considered when choosing 236 
appropriate practices and selecting an application development process. Applications that 237 
are not classified with a High QA level can choose a reduced or simplified process in 238 
each of the areas1. (See Appendices) 239 

4.1.1 Requirements   240 
Documenting requirements is a known way to properly focus and guide 241 
application development. Requirements describe the functions that a system must 242 
execute or how well the system must perform a function. Requirements guide 243 
system design and the creation of test cases. Test cases validate requirements, 244 
therefore providing excellent user acceptance criteria. Requirements should be 245 
traceable throughout the software development lifecycle. IEEE 830, 246 
Recommended Practice for Software Requirements Specifications, provides 247 
standards and a template for documenting high-level requirements.  248 
 249 
In collaboration with key stakeholders, Application Owners are responsible for 250 
defining and documenting requirements at an appropriate level to ensure that the 251 
application meets expectations.  252 
 253 

 
1 See Appendix A: Quality Assurance Levels for definitions and examples of quality assurance levels – High, 
Moderate, and Low; and Appendix B: Quality Control Measures for the complete list of mandatory, recommended, 
and optional quality control measures for each QA level. 
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Requirements Documentation 254 
 255 

Applications shall be documented to ensure that their purpose, use and 256 
acceptance criteria are clearly understood, and to support ongoing 257 
maintenance to ensure the continued functionality of the applications.  258 
 259 
Application Owners are responsible for identifying the documents needed to 260 
accomplish these objectives and determining the level of control required. 261 
Requirements documentation should include: 262 

 263 
- A description of the functions the application is intended to perform.   264 
- Time-related performance issues (e.g. speed, recovery time, response time).     265 
- Attributes of application operations (e.g. portability, acceptance criteria, 266 

access control, and maintainability). 267 
- External interfaces including interactions with people, hardware, and other 268 

software and applications including user inputs and outputs shall be included 269 
for applications graded as High and is recommended for applications graded 270 
as Moderate or Low.   271 

 272 
All documentation that requires formalized control shall be done in 273 
accordance with Fermilab’s Document Management & Control Policy.     274 

4.1.2 Design 275 
The design activity is the process of problem-solving and planning for a software 276 
solution. Design documents describe how a feature will look, how it will be 277 
developed, and how it will be integrated into the full system. Designs must be tied 278 
to requirements. Without this tie, the feature being designed cannot be justified.  279 
Designs must also take cyber security into account. Design documents provide an 280 
excellent source for early review before further development begins. 281 
 282 
Application designs should be documented at a level commensurate with the 283 
designated quality assurance level.  Commercially purchased applications and 284 
applications where Fermilab is not the designer do not require design 285 
documentation.  However, design documentation is required when these types of 286 
applications are modified to create specific applications.   287 
 288 
Application Owners are responsible for organizing and conducting formal design 289 
reviews at a level commensurate with the designated quality assurance level. The 290 
results of design reviews should be documented, and corrective actions should be 291 
identified and tracked to completion as appropriate.   292 
 293 
Application Design and Implementation Documentation 294 
 295 

The following elements should be considered when developing design and 296 
implementation documentation: 297 

http://www.fnal.gov/directorate/Directors_Policy/
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- Major component descriptions of the software or application design (as related 298 
to requirements). 299 

- Technical description. 300 
- Description of the prescribed ranges for inputs and outputs. For applications 301 

assigned High quality assurance levels, documentation should include full 302 
descriptions of user inputs and outputs.  303 

- Design descriptions that can be translated into code.  For applications assigned 304 
with High quality assurance levels, details shall be at the code module level.  305 
For Moderate and Low quality assurance levels, high-level descriptions of 306 
external interfaces and major logic structure are adequate.  307 

4.1.3 Software Configuration Management 308 
Software Configuration Management (SCM) refers to a discipline for evaluating, 309 
coordinating, approving, and implementing changes in artifacts that are used to 310 
construct and maintain applications. SCM enables the management of artifacts 311 
from the initial concept through design, implementation, testing, baselining, 312 
building, release, and maintenance.  313 

4.1.4 Development 314 
Development is the process of writing and maintaining the source code, but in a 315 
broader sense of the term, it includes all that is involved between the conception 316 
of the desired application through to the final build of the application, ideally in a 317 
planned and structured process. It consists of developing the design output (e.g., 318 
source code) using a programming language, application interface, or other form 319 
of development tool suitable for compilation or translation into an executable 320 
code.  The design, as described in the application design description, is used as 321 
the basis for the application development and may need to be modified to reflect 322 
changes identified during the implementation phase. 323 
 324 
Application development may include research, new development, prototyping, 325 
modification, reuse, re-engineering, maintenance, or any other activities that 326 
result in an application. It also may include integration of multiple artifacts into a 327 
whole system as well as testing of the changes or newly developed programs.  328 
The requirements and design documents are inputs for developing testing cases. 329 
Sufficient levels of detail in the requirements and design should be present in 330 
order to develop test cases.  Results of code reviews must be reviewed and 331 
approved prior to production release. 332 

4.1.5 Verification, Validation, Inspection, and Testing 333 
4.1.5.1 Verification  334 

Verification is the process of evaluating the work-products of a development 335 
phase to determine whether they meet the specified requirements.  336 
Verification activities include review, walkthroughs and inspections of 337 
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requirements, design, code and test cases. Depending on the level of risk, it 338 
may be appropriate to consider involving an independent reviewer in the 339 
verification process.  340 

 341 
4.1.5.2 Validation 342 

Validation is the process of evaluating applications during or at the end of the 343 
development process to determine whether it satisfies the requirements. 344 
Validation is completed via testing the application product. Depending on the 345 
level of risk, it may be appropriate to consider involving an independent 346 
reviewer in the validation process.  347 
 348 

4.1.5.3 Inspection & Testing Documentation 349 

Installation and acceptance activities shall be appropriately planned, executed 350 
and documented. Applications with High or Moderate quality assurance levels 351 
shall have a documented test plan, including test cases, and test results.  352 
Additionally, for applications assigned a High quality assurance level, test 353 
evidence shall be recorded for all test cases, and all issues identified during 354 
acceptance testing must be documented and the disposition of each issue must 355 
be tracked.  Depending on the level of risk, it may be appropriate to consider 356 
involving an independent reviewer in the inspection and testing process.  357 

 358 
Inspection and acceptance testing of applications should include objective 359 
evidence of the review of application activities, lifecycle documentation, and 360 
test reports to ensure that the software: 361 
- adequately and correctly performs all intended functions; 362 
- meets all established requirements;  363 
- properly handles abnormal conditions and events; and 364 
- does not perform any unintended function that, either by itself or in 365 

combination with other functions, can degrade the intended outcomes of 366 
the software. 367 

 368 
Testing may include unit tests, integration tests, system tests, regressions tests 369 
and user acceptance tests.  Inspections may range from a set of peers 370 
conducting a formal documentation review, to a single peer performing a 371 
desktop check of the documentation or code listing. User acceptance test 372 
results must be reviewed and approved prior to production release.   373 

  374 
Inspection and testing documentation should be developed and organized so 375 
that it is traceable to the requirements and design, and should contain the 376 
results of inspection and testing activities.  This includes results of reviews 377 
and tests, and summary status of the software.  For applications with a High 378 
quality assurance level, each of the following documents should be created 379 
and reviewed during each phase of software testing: (1) Test Plan, (2) Test 380 
Cases, and (3) Test Results and Evidence.   381 
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 382 
Inspection and testing documentation shall be stored by a method that is in a 383 
central, retrievable, and backed up location (i.e. not on an application owner’s 384 
hard drive/desktop or personal laptop).  For software at the lower quality 385 
assurance levels (Moderate/Low), the test plan, test cases and test results may 386 
be combined into a single document that is reviewed after completion of 387 
acceptance testing. 388 

4.1.6 Retirement 389 
When an application is no longer needed, the Application Owner is responsible 390 
for removing it from service, updating its state in the application inventory, and 391 
providing appropriate notification to the application user community.  392 

4.1.7 Review/Analysis 393 
Application Owners should conduct regular assessments throughout the software 394 
lifecycle for applications that have been assigned a High quality assurance level.  395 
Assessments should be conducted on an appropriate level for applications 396 
assigned Moderate or Low quality assurance levels.   397 

4.1.8 Assessments 398 
Implementation of effective quality assurance methods will be verified through 399 
Fermilab’s Assessment process as described in the Fermilab Quality Assurance 400 
Program.  Nonconformities found during this process shall be recorded and 401 
tracked through to closure. 402 
 403 
Management Assessment 404 

Management assessments are used by an organization to evaluate its own 405 
management processes and their implementation in an effort to identify 406 
good and noteworthy practices, uncover issues, identify corrective actions, 407 
and ensure that the work being performed is satisfactory and in accordance 408 
with requirements.  Management assessments should be designed to verify 409 
that established processes and procedures, requirements and grading are 410 
sufficient and accurate.  411 

 412 
Independent Assessment 413 

Independent assessments can be performed by internal or external 414 
resources. A peer review qualifies as an independent assessment. Internal 415 
resources must be appropriately qualified and have sufficient authority to 416 
allow for an unbiased assessment. Independent assessments can also 417 
include externally imposed audits and reviews of the SQA program. 418 

 419 
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4.2 Procurement 420 

Applications and/or application services should be procured in a controlled manner to 421 
ensure conformance with specified requirements and expectations of the purchaser. 422 
Acquisition documents for commercial software and applications should clearly state or 423 
reference requirements for the application being acquired. Acquisition documents and 424 
Statement of Work for contracted development and software services should identify all 425 
documentation, plans, and procedures to be supplied by the vendor. This vendor supplied 426 
documentation for software services/code development must be based on the QA level of 427 
the software and follow the mandatory/ recommended documentation as outlined in 428 
Appendix B.  Documentation covered under confidentiality or nondisclosure agreements 429 
is exempt from the list of mandatory/recommended documentation noted in Appendix B.   430 

 431 

4.3 Change/Release Management 432 

During the application lifecycle, applications typically experience a number of changes as 433 
new features are added and issues are addressed.  Change Management is necessary to 434 
ensure that changes are evaluated and controlled in a manner commensurate with the QA 435 
level.  In particular, Application Owners shall develop, specify, or identify Change 436 
Management processes to ensure that changes are recorded, evaluated, prioritized, 437 
authorized, planned, tested, and implemented in a manner that is commensurate with the 438 
QA level of the application.   439 
 440 
The Change Management process should establish how change requests are generated, 441 
reviewed and approved, as well as acceptance criteria for the end result.  The Change 442 
Management process should also define the authority for determining changes in 443 
distribution modules such as releases, service packs or patches.  The required 444 
documentation at each stage of the Change Management process, as well as the 445 
designated decision-making mechanisms should be directly commensurate with the 446 
application quality assurance level. 447 
 448 
Where appropriate, a mechanism should be established to facilitate traceability of 449 
resulting code or configuration changes to the initial change request.  It is also 450 
advantageous to provide traceability with the change request approval, implementation 451 
timeline, and evaluation of end results.  Establishing such a mechanism reinforces the 452 
relationship between change management and configuration management. A traceability 453 
matrix must be updated during each phase of the project to ensure all requirements are 454 
accounted for.  455 
 456 
The Release Management process should establish a method for packaging, testing and 457 
delivering new or changed components into the production environment with minimal 458 
disruption to existing service. A release must be uniquely identified with a version 459 
number. 460 
 461 
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A key component of Release Management is version control.  Version control is 462 
necessary to ensure that the proper version of an application or developed component is 463 
being used. The required level of software version control and management varies by 464 
application quality assurance level, and it is the responsibility of the Application Owner 465 
to designate and/or document the chosen methodology and approach.  Software version 466 
control must be established prior to the application being placed into production use.   467 
 468 

4.4 Problem Reporting & Corrective Action 469 

Application Owners are responsible for collecting and recording problems, and ensuring 470 
corrective actions are identified and tracked through to completion.   471 
 472 
Incident reporting for applications tracked by the Fermilab Service Desk shall use the 473 
service desk application to report incidents and track corrective actions through to 474 
completion following Fermilab IT Service Management processes.  475 

 476 
4.5 User Documentation 477 

User documentation should include the following: 478 
- User instructions that include an overview of the application’s purpose and 479 

functionality, description of the user’s interaction, and description of any 480 
required training. 481 

- Input and output specifications. 482 
- Input and output formats, where appropriate. 483 
- Description of system limitations. 484 
- Shall be under version control. 485 

 486 
The type and detail of user documentation will vary depending on an application’s 487 
function and quality assurance level assigned.  Documentation shall consist of basic 488 
operations and an explanation of common errors.  For all cases, user documentation may 489 
be in the form of online help.   490 

 491 
4.6 Training 492 

All personnel associated with the development, acquisition, configuration, management, 493 
use, oversight, and retirement of Fermilab applications shall have the appropriate training 494 
necessary to perform their assigned job per the Fermilab Quality Assurance Program, 495 
either through experience, classroom, or on-the-job training.  496 
 497 
Fermilab line management is responsible for establishing job requirements and for 498 
ensuring personnel receive the appropriate level of training necessary so that job 499 
competency and compliance is maintained.  500 
 501 
Any employee performing quality assurance activities, including verification, validation, 502 
and auditing should be qualified through experience and/or training.   503 
 504 
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Application Owners, any employee developing applications, or anyone responsible for 505 
determining appropriate quality control measures for computer applications under their control is 506 
required to take TRAIN Course Code: FN000510 Introduction to Fermilab’s Software Quality 507 
Assurance Program.    508 
  509 
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APPENDIX A –QUALITY ASSURANCE LEVELS 510 
 511 

Quality 
Assurance 

Level 

Potential Consequences if an Application Does Not Perform as 
Intended 

High 
 (If one or 
more apply) 

Causes injury 
Causes an evacuation 
Causes environmental hazard including medium/high potential for 
reportable radiological release, groundwater contamination, or regulatory 
violation 
Causes a significant disruption in laboratory operations or business 
operations 
Causes significant disruption of an experiment or program, or has 
significant impact on a contractor or Department of Energy (DOE) mission 
or program 
Compromises data integrity: total loss of or severe reduction in data 
quality, experimental data or equipment output 
Causes a  release of DOE sensitive information 

Moderate 
 (If one or 
more apply) 
 

Causes environmental hazard including low/small potential for reportable 
radiological release, groundwater contamination, or regulatory violation 
Causes minor program downtime 
Causes a minor disruption in laboratory operations or business operations 
Incurs a minor loss of experimental data or equipment output 
Causes minor disruption to an experiment or program, or has minor impact 
on a contractor or DOE mission or program 
Causes public release of information not authorized by DOE for public 
release 
Causes minor reduction in data quality or equipment output 
Can lead to compromises in systems or can cause the release of passwords 
or credentials that can lead to compromise of such systems 
Can lead to compromises in systems with personal identifiable information 
(PII). 

Low 
(All should 
apply) 

Does not cause a worker safety-hazard  
Does not result in any evacuation 
Does not cause environmental hazards, causes no environmental impact 
No program downtime 
No/Negligible disruption in laboratory operations or business operations 
No/Negligible loss of experimental data or equipment output 
No adverse public impact 
Causes loss of information that is authorized by DOE for public release. 
No unplanned release of information to the public. 
Negligible reduction in data quality or equipment output  

 512 
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  513 
APPENDIX B –QUALITY CONTROL MEASURES 514 
 515 
M = Mandatory 516 
R = Recommended 517 
O= Optional 518 
 519 

Control Measure High Moderate Low 
Documentation created to design, develop, and maintain the 
application.  

M M R 

All external interfaces identified, documented and analyzed 
including user inputs and outputs.  

M R R 

High-level descriptions of major logic structure.  M R R 
Results of code reviews must be reviewed and approved prior 
to production release. 

M R O 

Appropriate Test Plan, Test cases and Test Results documents 
created.  

M M M 

Test evidence is recorded for all test cases. M O O 
Each issue identified during inspection and acceptance 
testing, and its disposition, shall be documented.  

M O O 

Inspections and review documentation created and controlled 
during each of the lifecycle phases and at the end of the 
development cycle. 

M R R 

User acceptance test results must be reviewed and approved 
prior to production release. 

M R O 

Acquisition documents created for procurement of application 
or software services. 

M M M 

Change Management practices in place to ensure that changes 
are recorded, evaluated, prioritized, authorized, planned, 
tested, and implemented per the process.  

M M R 

Application source under version control prior to being placed 
into production use. 

M M M 

A Traceability matrix must be updated during each phase of 
the project to ensure all requirements are accounted for. 

M M R 

Collect and record problems, and ensure corrective actions 
are tracked through to completion. 

M R O 

User documentation under version control.  M R R 
Documentation of basic operations and explanations of 
common errors.  

M M R 

 520 
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APPENDIX C – GLOSSARY  522 
 523 
Application – A form of software developed or configured to perform a specific task or range of 524 
tasks. An application can be a complex system with many components/programs, each of which 525 
may have a different QA level.  In this case, the application should be classified as the highest 526 
QA level of its components, recognizing that each component may have different controls based 527 
on its individual QA level.  In the context of this document, software such as firmware is 528 
considered an application. 529 
 530 
Application Owner - The individual or group with the responsibility to ensure that the program 531 
or programs that make up the application, accomplish the specified objective or set of user 532 
requirements established for that application, including appropriate security safeguards. 533 
 534 
Artifact – Any element created from the software development lifecycle, including but not 535 
limited to documentation, test plans, workflow diagrams, data files, and scripts.  536 
 537 
Collaboration Applications - Any application that has been developed by an institution in 538 
collaboration with Fermilab and utilized on-site.  This type of application is split into two 539 
classifications: data collection applications and data analysis applications.   540 
 541 
DOE Sensitive Information - Sensitive unclassified data, such as personally identifiable 542 
information (PII), official use only, and unclassified controlled nuclear information require 543 
special handling and protection to prevent misuse of the information for inappropriate purposes. 544 
(from http://energy.gov/ig/downloads/audit-report-ig-0818) 545 
 546 
Loss of Availability - disruption of access to or use of information or an information system. 547 
 548 
Loss of Confidentiality - unauthorized disclosure of information. 549 
 550 
Loss of Integrity - unauthorized modification or destruction of information. 551 
 552 
Software – All of the non-hardware items associated with the operation and use of a computing 553 
system. 554 
 555 
Software Quality Assurance – Processes and procedures that ensure that an application meets 556 
or exceeds established requirements. 557 
 558 
 559 
  560 

http://energy.gov/ig/downloads/audit-report-ig-0818
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APPENDIX D – ACRONYMS 561 
 562 

Acronym Description 
ANSI American National Standards Institute  
ASQ American Society for Quality  
FIPS Federal Information Processing Standards 
IEC International Electrotechnical Commission  
IEEE Institute of Electrical and Electronics Engineers 
IQA Integrated Quality Assurance 
ISO International Organization for Standardization 
ITIL Information Technology Infrastructure Library 
ITNA Individual Training Needs Assessment 
SQA Software Quality Assurance 

 563 
 564 
APPENDIX E - REFERENCES 565 
 566 

• The Fermilab Quality Assurance Program (location: https://esh-docdb.fnal.gov:440/cgi-567 
bin/RetrieveFile?docid=2469) 568 
 569 

• Document Management & Control Policy (location: 570 
http://www.fnal.gov/directorate/Directors_Policy/)  571 
 572 

• Fermilab Environment, Safety & Health Manual (FESHM) (location: 573 
http://esh.fnal.gov/xms/ESHQ-Manuals/FESHM)  574 
 575 

• Quality Assurance Manual (QAM) (location: http://esh.fnal.gov/xms/ESHQ-576 
Manuals/QAM)  577 
 578 

• QAM 12090: Software Quality Assurance Grading & Inventory Procedure (location: 579 
https://esh-docdb.fnal.gov/cgi-bin/RetrieveFile?docid=3194 580 

 581 
 582 

• Fermilab Engineering Manual (location: https://directorate-docdb.fnal.gov/cgi-583 
bin/RetrieveFile?docid=34&filename=20191119%20Engineering%20Manual.pdf&versio584 
n=7) 585 
 586 

• FEDERAL INFORMATION PROCESSING STANDARDS -  Standards for Security 587 
Categorization of Federal Information and Information Systems (location: 588 
http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf) 589 
 590 

• CHANGE MANAGEMENT ITIL PROCESS – ITIL documentation can be found in 591 
DocDB (location: https://cd-docdb.fnal.gov/cgi-bin/sso/ShowDocument?docid=3530) 592 

https://esh-docdb.fnal.gov:440/cgi-bin/RetrieveFile?docid=2469
https://esh-docdb.fnal.gov:440/cgi-bin/RetrieveFile?docid=2469
http://www.fnal.gov/directorate/Directors_Policy/
http://esh.fnal.gov/xms/ESHQ-Manuals/FESHM
http://esh.fnal.gov/xms/ESHQ-Manuals/QAM
http://esh.fnal.gov/xms/ESHQ-Manuals/QAM
https://esh-docdb.fnal.gov/cgi-bin/RetrieveFile?docid=3194
https://directorate-docdb.fnal.gov/cgi-bin/RetrieveFile?docid=34&filename=20191119%20Engineering%20Manual.pdf&version=7
https://directorate-docdb.fnal.gov/cgi-bin/RetrieveFile?docid=34&filename=20191119%20Engineering%20Manual.pdf&version=7
https://directorate-docdb.fnal.gov/cgi-bin/RetrieveFile?docid=34&filename=20191119%20Engineering%20Manual.pdf&version=7
http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf
https://cd-docdb.fnal.gov/cgi-bin/sso/ShowDocument?docid=3530
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