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Report
Title

Self-Assessment of ES&H Section’s Emergency Services & Preparedness.

Scope

The ES&H Section’s Emergency Services and Preparedness (ESP) ensures that Fermilab is
ready to respond and recover from technological threats, human-caused events, and natural
disasters while coordinating resources across the site and public sector response

organizations and maintaining mission continuity. In August 2020, the Occupation Medical

Office became integral to the ESP Department. The goal of this self-assessment is to provide

a roadmap for Calendar Year 2021.

Criteria

e 10 CFR 851 Worker Safety and Health Program
e DOE O 151.1D, Comprehensive Emergency Management System
e DOE Order 420.1C Facility Safety
e DOE Order 440.1B Worker Protection Program

e DOE Order 470.4B Safeguards & Security Program

Report:

The ESP Organization is structured as follows within ES&H:

a

Emergency Services &
Preparedness (ESP)

Occupational
Medicine

|

|

Emergency
Management

Fire
Protection

Fire
Department

Security
Department

Security
Operations
Center

Protective
Forces
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Functionally is much different than the actual physical organization chart. At one point, the

Emergency Management was a subcommittee and in recent years, has been regulated to a

working group reporting once or twice a year to Fermilab’s ES&H Committee. The Safeguards
& Security Integrated Working Group is led by COO & CSO without reporting to the Fermilab’s
ES&H Committee. The Fermilab ES&H Committee has the responsibility for reviewing safety

and security policies and programs and for reporting its findings and recommendations to

the laboratory director. It coordinates the activities of its subcommittees, working groups,

reviews ES&H or security policies of general lab wide significance, and reviews the aspects

of laboratory activities that may be of concern to the public. The committee responds to

requests from and suggests topics for review to the director, the laboratory ES&H Section

head, division and section heads and project managers, and committee members.

Proposed Functional Working Organization Chart:

Fermilab's ES&H Committee
(Led By Directorate & CSO)

1

Safeguards & Security

Integrated Working Group

(Led By COO & CS0)

Proposed
change to
subcommittee

Security
Department

FV&A Office

Badging
Office

Visa
Office

Export
Controls

Travel
Office

Emergency Fire
Management Hazard
Working Subcommittee
Group (Led By
(Led By FP-AHJ)
EM Specialist)
Fire
CD Comm Department
Site-wide
Emergency ‘
Waming -
System FESS_ Fire Systems
(Everbridge) M a_lnten ance
(Fire Techs)
AD
FIRUS

Create panels similar
to Cryogenics Safety

Subcommittee

Emergency Management, Safeguard & Security Working groups, Fire Hazard Subcommittee, and

medical office have responsibilities for providing input into the following Fermilab’s ES&H

Manual Chapters, related documents, and training.
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Reports to Fermilab’s ES&H Committee

Emergency
Management
Working Group

Safeguards &
Security Integration
Working Group

Fire Hazard
Subcommittee

(Fire Protection, Fire
Depart., & Fire
Techs)

Occupational Medical
Office

FESHM 2040
Emergency

FESHM 1110 Control
Access

*FESHM 2001 ES&H
For Projects

*FESHM 4120 Ergo
Program

*FESHM 2050
Building
Management

FESHM 10160 Traffic
Safety

FESHM 4300 AED

*FESHM 4130 PPE

*FESHM 3010
Reporting Incidents

FESHM 10170
Aviation Safety

FESHM 6010 FP
Program

*FESHM 4140 Hearing

*FESHM 3020
Incident
Investigating

*FESHM 10150
Onsite Hazard
Transport

FESHM
6011Emergency/Exit
Lights

*FESHM 4150 Respiratory

FESHM 6012 Inspect
Fire Doors

*FESHM 4300 AEDs

FESHM 6013 FIRUS

*FESHM Bloodborne

FESHM 6014 Fire
Watch

FESHM 4290 Occ Med

FESHM 6015 HPR
Inspections

FESHM 6016 Pre-
Incident Plans

FESHM 6020.2 Hot
Work

FESHM 6020.3 Use of
Flammable Gases

FESHM 6020.4
Concepts of Egress

FESHM 6020.5
Flammable &
Combustible Liquids

FESHM 6030
Disablement of Fire
Protection Systems
and Other Related
Safety Systems
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*FESHM 7005 AUP

Other Related Documents

Comprehensive
Emergency
Management Plan

Security &
Safeguards Plan

Baseline Needs
Assessment

Medical Records
includes surveillance
records

Emergency Security Lock Down | FP 10-Year Forecast DOE Computerized
Planning Hazard | Procedure Accident/Incident
Survey Reporting System
(CAIRS)

MinSafe (COOP Security FP Strategic/SWOT Illinois Workers
Plan) Specific for | Strategic/SWOT Analysis Compensation/Insurance
ESP Analysis

Emergency Contact | Fire Runs

Database

Emergency Call-in DOE FP Database

Case Log (Annually)

Inspection, Testing,
Maintenance Records

Training Material

EM Training Security Department | Fire Department Illinois RN Continuing
Requirements Training Training Educational Units
(EOC Specific) Requirements Requirements requirements
(Including beryllium
&EMT etc.)
NICET, CFPS, & IL
Fi hall
Emergency/EOC Emergency State Fire M'ars. atl NIOSH Spirometry
) ) NFPA Continuing e
Drills Dispatchers . . certification
Educational Units
requirements
Violonce Active | Countriteligence | IS A1 & Occupation Heoin
olence Active ounterintelligence | v 1 e CPR/AED | Occupation Hearing
Shooter/Threat Conservation
. L First Aid & Healthcare
Property Control Fire Extinguisher CPR/AED
Bloodborne Pathogen | Bloodborne Pathogen

*Denotes having input on revises/modifications
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Results
(Describe items found and categorize according to definitions below.)

Analysis/Discussion:

Currently ESP functions through regular scheduled and unscheduled dialogs between the Fire
Chief, Chief of Security, Emergency Planner, and Medical Office Supervisor. This has been
advantageous during the COVID-19 pandemic, where the Emergency Planner took on the role of
Point of Contact for Contact Tracing working with the Medical Office. Another positive was the
Fire Department having a Designated Infection Control Officer (DICO) also working closely with
the medical office and their designated EMS Region Coordinator.

The FESHM Chapter listed above, if there is no formal documenting who is responsible, then this
should be addressed by the CSO. As part of the analysis, the various software/databases were
reviewed among the various departments. This analysis included the FESS Fire Systems
Maintenance Group (Fire Techs) since this group is integral to the success of the fire protection
program and also the battery maintenance of the facilities control access systems. This analysis
is found in the attached Appendix A. One positive of the software/database is replacing the Call
& Voice Logging Recorder with a new modern system, Exacom.

The Emergency Management Working Group should be revamped to include members from the
Emergency Services and Preparedness Department. In addition, this group should revisit the
Comprehensive Emergency Management Plan (CEMP) to simplify the Emergency Operations
Center (EOC) to reflect how the laboratory functions. This has become evident throughout the
COVID-19 Pandemic and the weekly meeting since March 11% of the EOC-COVID-19 Task Force.

The Safeguards & Security Integrated Working Group becoming a subcommittee to FESHM Com
reporting directly to the Directorate will enable to continue to foster and mature the relationships
between the Security Department, FV&A, Global Services, OPTT, Export Controls, Visa Office,
Travel Office, and Laboratory Senior Management. Lastly, by evaluating the working group as
a subcommittee will create a better culture of Safeguards & Security and as a cohesive relationship
among the various panels throughout the organization. This would also resolve the issues
addressed in the laboratory’s 2020 PEMP Notable Report, see Appendix B for excerpt.

Item Types

Opportunity for Improvement - Suggestion on how to improve the identified topic.
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Noteworthily (Best Practice) — A positive example of a work process or innovative
approach with the potential to be the basis for significant operational improvements or
cost savings.

Description of Items found

Noteworthily (Best Practice)

Fire Department is a member of Region 3 Incident Management Assistant Team. This is
a team made up from surroundings agencies that include law enforcement, fire services,
emergency medical, and public works.

Security Operations Center (SOC) has recently certified all of its 10 Emergency Operators
/ Dispatchers with the APCO Public Safety Telecommunicator Certification. This is the
same certification required by local Public Safety Answering Points (PSAPs) in the State
of Illinois and nationally. The SOC will continue to keep up the pace with certifications to
include the APCO Emergency Medical Dispatch (EMD) certification.

Emergency Planning executing a successful tornado drill (scripted) with the Emergency
Operations Center, Security Operations Center, Fire Department, Housing, Office of
Communication, and DOE FSO.

Medical Office having a return-to-work procedure in place for all employees in isolation
and/or quarantine has enabled the reeducation or omission of on-site community spread
of COVID-19.

Opportunities for improvement

Fire Department needs to focus on training requirements holistically throughout the shifts
and utilize the DOE accepted Target Solutions cloud-based program. (iTrack 53826)

Fire Department should expand the DICO among the shifts and also have redundancy.
In addition, there should be a designated DICO who coordinates between all the shifts
and other DICOs. (iTrack 53827)

Emergency Management Working Group should be revamped to include the primary
members from the ESP, i.e., David Esterquest, Joe Rogers, Jim Niehoff, and Chuck Kuhn.
(iTrack 53828)

Emergency Management Working Group should also meet more regularly to ensure
proper protocols are in place for incidents. For example, an incident in a facility fire
department should only contact Security Operations Center (SOC), in turn, should have
an up-to-date contact list for building managers, cryogenics technicians, etc. (iTrack
53829)
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¢ Emergency Management Working Group should update and revise the CEMP and revisit
the EOC organizational structure. In addition, comprehensive review of CEMP, BNA,
and Safeguards & Security documents to verify consistency of roles and responsibilities
(iTrack 53830)

e Fire Hazard Subcommittee along with Emergency Management Group needs to better
understand the laboratory’s transition to centralized building maintenance related to
building/area managers, how pre-incident plans are maintained, etc. (iTrack 53831)

e Move all SOC Operators / Dispatchers to the industry standard pay rate for this
geographical area. This will show the importance of the position and rewarding the SOC
for the hard work in accomplishing this certification. (iTrack 53832)

e The creation of a Safeguards & Security FESHCom (Fermilab Environmental, Safety, and
Health Committee) would be an appropriate location for this working group to fall into.
This would also be the logical location for our laboratory colleagues to look for security
information and answers. (iTrack 53833)

e Medical Office should pursue electronic health records to phase out printed hard copies.

Long-term should re-evaluate the medical office for functionality. For example, medicines
requiring storage in refrigeration system, what alarms are monitored and if the need for
backup power (secondary) power supply. (iTrack 53834)

Documents Reviewed
(List procedures, manuals, forms, etc. reviewed.)
https://www.apcointl.org/training-and-certification/disciplines/public-safety-telecommunicator-

pst/public-safety-telecommunicator/

https://www.apcointl.org/training-and-certification/disciplines/emergency-medical-dispatch-

emd/emergency-medical-dispatcher-emd/

https://eshqg.fnal.gov/atwork/feshcom/

Distribution

Amber Kenney
Eric McHugh

Matt Quinn

Katie Swanson
Thomas Digrazia
Kathy Vuletich
Kelly Dombrowski
David Esterquest
Cuck Kuhn

Joe Rogers
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Appendix A - Software Utilized through the Emergency Services, Security, Occupation Medical Office & Fire Protection.

Emergency Security Securit Fire Protection Fire Occupational
Management | Operations Depar tr};ent (FP) Department FESS Fire System Maintance (Fire Techs) | Medical
(EM) Center (SOC) P (FFD) Office
Excel, Word, Excel, Word, Excel, Word, Excel, Word, Excel, Word
MS Office ro Excel, Word PowerPoint, T T Excel, Word, PowerPoint, Access T !
PowerPoint PowerPoint PowerPoint PowerPoint
Access
ArcGI
Intrado, Word P rIC_(C);S; CSGM (Siemens), CerbPro (Siemens),
’ yroomy, Aspire (Xtralis), VSC (Xtralis), VSC-E
Systems Pathfinder, . . .
. (Xtralis), ECO (Xtralis), OSID (Xtralis),
(NICE data Axis Camera, | AutoCAD,
Other SmartDraw, Adobe Pro, Crystal Reports,
logger), Adobe Pro, HRS HASS Adobe .
Software DWG TruView, Informer/TARS (Federal
ShotSpotter, ArcGIS Calc Program, . .
Zetron radio Aspire Signal), HyperTerminal (for Fenwal
. HSSD), Wireless FACP (CWSI), FS-250
system (Xtralis), (Siemens) FCS6000 (Fenwal), Photosho
Adobe Pro ' P
Felix, Alarm . Felix,
Slalig‘so% Log, FIRUS, iEhX’F{%ll?\;[mk FileMaker Pro,
Database IEMA Tier IT ' C-CURE9000 | 08 "VEMAKE | £1RUS, Oracle | Felix, FileMaker Pro, FIRUS, Oracle
CURE9000, Oracle. & Pro, FAMIS, (Run Reports
Oracle & SQL SOL ’ Oracle & SQL etc) ports,
WeatherTap, GIS Online,
Cloud-Based | Everbridge Network Fleet Predictive
(Verizon) Solutions
AppTree
Wiser, (FAMIS), PS- PS-SafetyNET,
Hazmat Evac, SafetyNet, Wiser, Hazmat
Hazmat FIRUS, Wiser, Hazmat | Evac, Hazmat
Mobile App CAMEO Eﬁle{rllzt;zlog- Evac, Hazmat, | CAMEO AppTree (FAMIS), FIRUS
Chemical, CAMEO Chemical,
FIRUS Chemical, FIRUS
FIRUS
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Shared programs minus MS Office and Adobe....

Software/Program | Department/Group
. Security, FP, FD,

Felix Fire Techs

ArcGIS Security, FP, FD

Security, FD, Fire

FIRUS Techs, FP

Aspire (Xtrailis) FP, Fire Techs

Predictive

Solutions FD, FP

WISER EM, FD, FP

Hazmat Evac EM, FD, FP

CAMEOChemic EM, ED, FP

AppTree (FAMIS) | FP, Fire Techs
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Appendix B — Excerpt from Fermilab’s 2020 PEMP Notable.

Goal 8.0: Sustain and Enhance the Effectiveness of Integrated Safeguards and Security
Management (ISSM) and Emergency Management Systems

This Goal evaluates the Contractor’s overall success in safeguarding and securing Laboratory assets that
supports the mission(s) of the Laboratory in an efficient and effective manner and provides an effective
emergency management program.

Score: 3.0 Grade: B

Goal Evaluation:

The Emergency Preparedness Program significantly aided the Laboratory's initial response to the COVID-
19 pandemic. The lab's COVID response was appropriate and safety was prioritized. A measured plan for
restart was very successful. In addition, the Laboratory successfully conducted accountability drills within
appropriate reporting thresholds.

While the cyber program addressed POAM and corrective actions from prior reviews during the year, the
Laboratory’s cyber program is not forward focused and could benefit from more strategic cyber planning,
taking into account the Laboratory’s collaborative mission. In FY21, the Laboratory should focus on
improving its cyber program by reducing risk exposure, segmenting networks, and remediating
vulnerabilities. Additionally, the Laboratory should develop an implementation plan to mature and
strengthen the program and bring it into alignment with SC expectations and current DOE orders.

The Laboratory established a Safeguards and Security Working Group comprised of all areas of S&S
operations to facilitate more communication and coordination across the various elements of the Laboratory
executing a security role.

DOE issued direction during the year to change the security posture of the Laboratory. This established a
new expectation set for future measurement.

Fermilab has initiated a set of actions and issued a new draft Site Security Plan, but significant work is
needed to improve the plan. DOE has raised issues in foreign visits and assignment management, property
protection, use of and access to the federal property, badging, user definition, and rights management, as
well as the underlying processes, controls, and documentation to address in FY21.

Objective 8.1: Provide an Efficient and Effective Emergency Management System Weight: 20.00%
Score: 3.5 Grade: A-

Objective Evaluation:

The Fermilab Emergency Management and Continuity of Operations (COOP) functions generally
improved over the year. Specifically, employee notification and accountability processes improved to
ensure all employees and tenants were situationally aware during drills and actual events. FRA initiated
effective measures at the onset of the COVID-19 pandemic and subsequent lab shutdown and actively
developed plans to address phased on-site employee presence and lists of essential personnel, including
COVID-19 testing of personnel were effectively implemented. Regularly occurring weekly/daily COVID-
19 meetings were implemented as needed with key management personnel to assure coordination efforts
were effectively managed. In addition, the laboratory effectively responded in a timely manner to routine
scheduled Emergency Management and COOP drills and exercises. The Laboratory effectively responded
to COVID as well as several tornados warnings this year and performed after action meetings to assure
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these responses were counted and evaluated as actual drills for the year. The responses were gathered by
EOC members and corrective measures identified and implemented where applicable.

Objective 8.3: Provide an Efficient and Effective Physical Security Program for the Protection of
Special Nuclear Materials, Classified Matter, Classified Information, Sensitive Information, and
Property

Weight: 40.00% Score: 2.8 Grade: B Objective Evaluation:

DOE concerns with physical security implementation were tempered in this score in recognition of some
prior DOE culpability, however the degree of informality, weakness in documentation, and deviation from
requirements represent a substantial gap from DOE and federal standards. FRA made marginal
improvements to the Physical Security posture of the Lab and site. They continued to replace legacy
outdated Physical Access Control System (PACS) components to achieve compatibility with HSPD-12/PIV
cards. There remains a significant number of components yet to replace before the PACS is compatible and
compliant with future requirements. Spurred by COVID-19 requirements, some progress has been made in
securing areas or buildings in need of some sort of access control (lock and key, or prox card). General site
perimeter security has not appreciably been improved and the perimeter remains quite porous.

General site security has been improved as a result of the COVID-19 security and site access procedures
put in place to restrict lab access. This security posture currently achieves the minimum necessary for site
access. The lab did produce a good FS-10 budget request and supporting justification which enabled them
to be fully funded and supports their multi-year plan for expansion and upgrading of their PACS to increase
physical controls on more areas and buildings.

FRA established a Safeguards and Security Working Group comprised of all areas of S&S operations to
facilitate more communication and coordination. The Fermilab Security Chief has instituted numerous
program improvement plans to continue addressing the findings and recommendations of the 2019 DOE-
HQ-SC-4 Assessment while also focusing on enduring and legacy weaknesses in the S&S program. FRA
made some progress in addressing the findings and recommendations resulting from the 2019 Assessment
but did not adequately address the fundamental underlying issues. An updated Safeguards and Security Plan
(SSP) was submitted on 30 September but did not meet expectations.

Progress has been made in preparing for REAL-ID implementation in October 2021. Despite the one-year
extension issued by the Federal Government, FRA has continued work on addressing the status and
documentation of existing employees while applying REAL ID compliant requirements for all new hires.
A large number of badge holders still require resolution prior to REAL-ID implementation.

S&T matrix implementation planning and preparation has progressed well during the year.

Internal Assessment Report Template. Rev. 03/2020



2% Fermilab

INTERNAL ASSESSMENT REPORT

Notable Outcome(s)

(

Objective 8.2) Ensure the appropriate completion of Plans of Actions and Associated Milestones (POAMs)
for Email Multi-Factor Authentication and Web Security Implementation.

Outcome: FRA met the goal on time by the successful completion of POAMs for use of MFA for email
and for enhanced web security. - Achieved

(Objective 8.3) Develop and implement a comprehensive Corrective Action Plan (CAP) with end-states
and timelines to address all findings and appropriate recommendations resulting from the August 2019
DOE-HQ-SC Safeguards and Security Assessment.

Outcome: FRA closed out all Corrective Action Plans as outlined in the "by which we mean" document
and included in iTrack.- Achieved

Letter Grade Numerical Score  Objective Weight Overall Score
Below are tables
that show
performance
evaluation input for
this Goal and the
overall
performance score
for the Goal.

Science Program
Office

8.1 Emergency Mgmt A- 3.5 20.0%
8.2 Cyber-Security B 3.0 40.0%
8.3 Special Nuclear B 2.8 40.0%
Materials, Classified
Property

3.0
Overall Site Office Total
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